O365: Setting up Multifactor Authentication (MFA) 

Starting Saturday June 8th MFA will be enabled/required on MMCD M365 accounts (also known as O365 and office.com).  

At least two methods need to be set up/synced with your M365 account. One of those methods must be the setup of the MS Authenticator app.

· MFA Method Requirements: 
· MS Authenticator App (minimum 1 phone) -
· Any staff issued a District Cellphone needs to sync the MS Authenticator app on their issued phone with their M365 account. 
· Staff are authorized to use the Microsoft Authenticator app (or 3rd party apps) on personal phones.
· Staff are authorized to use an additional Authenticator app of their choice ... as long as you also set up the MS Authenticator app on at least one phone.
· MS no longer provides a list of supported 3rd party apps and IT will not be able to provide support for them.
· At least one additional option (Text message or automated phone call).
· While you can set up multiple options, please make sure to avoid ONLY setting up MFA using 1 cellphone/phone number.
· This minimizes the risk of not being able to access your account if you forget your District cellphone at home or more rarely are waiting on a replacement.

** There are multiple options/ways to set up MFA.  This walkthrough assists staff with basic MFA setups.  Not every step is listed to minimize length ... as many are self-explanatory or explicit instructions are listed during the setup process.  If you have any questions, please do not hesitate to reach out to MMCD IT.

In This Walkthrough:
· Required and Recommended
· 4 Supported Options Overview
· M365 – Where to find/change MFA Options inside your account.
· Basic Walkthroughs per types
· MS Authenticator App
· Phone
· SMS or Text
· Alternate phone
· Office phone
· Notes n Tidbitsoffic


[bookmark: Required]Required and Recommended Settings:
· Required- 
· Setup MS Authenticator on your District cellphone (or personal phone if your position does not have a phone)


[image: ]

· Required -
· Setup One Additional MFA Option
· Phone
· Alternate Phone
· Office Phone
· Recommended
· Use the Phone option to setup Text (SMS) to your District Phone cellphone
· Use Alternate phone or Office phone to send you an automated phone call to either your District deskphone # OR another personal # of your choice. 

[bookmark: Supported]4 Supported Options Overview:
· Authenticator App
· This is Microsoft’s recommended solution.  
· It uses a cellphone app with preset codes that constantly update.
· Microsoft’s MFA App, Microsoft Authenticator, has been loaded on all MMCD cellphones.
· You can install and use the app on your personal cellphone to verify your account.
· In the future Microsoft MAY force staff to only use this app.
· Notes on 3rd party Authenticator Apps:
· Microsoft currently allows you to use another authenticator app of your choice.
· IT cannot provide support on other MFA applications.
· Microsoft can, and may, pull support of other 3rd party Authentication Apps at any time.
· Phone (Can only be setup once)
· Let's you setup either a Text Message verification or a phone call.
· Only one cellphone number can be set to receive a text message.
· IT recommends but does not require you to use your MMCD cellphone for this option.
· Alternate phone (Can only be setup once)
· Lets you setup a secondary phone number for Microsoft to verify that you are trying to access your account.
· This option ONLY allows a phone call to be placed to the phone number.
· This can be used with a cellphone, deskphone, or other land line phone number.
· You CAN enter the same cellphone number you used with the Phone setup option (see above) if you chose Receive a code option the first time you entered the phone number,
· You are authorized to use non-MMCD phone numbers.
· Can only be used once.
· Office phone (Can only be setup once)
· This option does not REQUIRE you to enter an extension.
· Staff MAY want to use this option if you used the same cellphone number for the Phone and Alternate phone setup and now want to add a second phone number to call.
· This option only supports the phone call method.
· Please do not use the same phone number you used in Phone or Alternate phone.
· You can use your personal phone #.


[bookmark: M365SecuritySection]M365 – Where to find/change MFA Options inside your M365 (O365 / office.com) account:

· Go to https://office.com
· Sign in your account (mmcd.org email address)
· If you need help signing into your please reach out to MMCD IT.
· Click on the Circle in the upper right-hand corner that has your initials.
· Color of the Circle may vary.

[image: ]


· Click on View account
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· The following page will be displayed.
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· In the Security info square click on UPDATE INFO
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· Click + Add sign-in method
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· In the pop-up box, use the drop-down menu to select a Multi Factor Authentication Method (MFA)
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· Select an option and click Add
· Select one of the 4 MFA Authentication methods Microsoft currently supports.
IT requires setting up at least 2 methods on at least 2 devices/numbers.
· If you do NOT want to use a personal cellphone the other option can be having an automated call go to your Deskphone #.

[bookmark: Basic]Basic Walkthroughs per types

Setup for Each Option:

[bookmark: AuthApp]Authenticator App (MS Authenticator App Required)
· Select Authenticator app and click Add
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· Click Next on the following screen.

· The app has been pushed down to your District cellphone by MMCD IT.  
· If you are using your personal cellphone, IT recommends opening your phone's app store and downloading Microsoft Authenticator directly before continuing.  
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Notes: 
· While the link to Download the app is valid, and can be used, it is a good safety practice to never download an app for your website.
· You are welcome to install the MS Authenticator app on your personal cellphone in addition to settings up your District cellphone.  
· After setting up at least one MS Authenticator app link, you can choose to also use a 3rd party app by clicking on “I want to use a different authenticator app”.

· Once you click Next, MS will guide you through the setup.  Please contact MMCD IT if you run into issues or have questions.

· Click Next
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· Switch to your cellphone and use the MS Authenticator app to scan the QR Code.
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· Open the MS Authenticator app
· If your phone is locked (swipe/code/fingerprint/face) you will need to “unlock” the app.
· Click the + in the upper right corner (fastest way to setup
· Choose Work or School Account
· Choose QR Code in pop-up windows
· Scan code
· Setup should happen very quickly
Here is a quick YouTube Video Walking you through one of the quickest ways to link the MS Authenticator App to your M365 (Also known as O365 or office.com) account by scanning the QR Code.
It will show you how to open the app and take you through the steps up to the QR Code scanning window.
https://www.youtube.com/watch?v=gSKTIAM45dI

· After scanning the code
· Look back at your browser, on the screen with the QR Code and click Next
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· The system will now “test” the setup”
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· Go to the app on your phone.  There should be a pop-up screen asking for the code to verify the setup.
· Enter the code (in this case 17) and click Yes
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· Return to your browser.
· You should now see a Notification approved message and the Next button is highlighted.  Click Next.
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· You will be sent back to your accounts Security Info page.
· In the upper right-hand corner of the page, a green message letting you know the app has been setup will appear.  This message will disappear quickly.
· You should now see that Microsoft Authenticator has been set up.

[image: ]

[bookmark: Phone]Phone:
Select Phone and click Add
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Enter a valid phone # (cellphone required to select Receive a code)
Select your contact option and click Next
· Receive a code (SMS test message)
· You MUST enter a cellphone number for this option
· The system will only let you set up 1 cellphone number for a text.  Any other phone numbers can only receive a verification phone call.
· Call me (Microsoft’s automated system places a call to the number)
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· Click Next

· Microsoft will then text you code you have to enter in a pop-up Window or will place a phone call to you to verify the phone number you enter can be used.
· Once verified you will return the Security info screen and your new MFA option will show.
Note: 
You will have a link beside your new MFA option allowing you to Change the settings and delete the option.
When you are done setting up the, please go back to the Security Information page to “see” the current MFA already setup in your account and to add additional MFA options.

[bookmark: Alternate]Alternate phone
Select Alternate phone and click Add
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Enter a valid phone number and click Next
· This option lets you set up a secondary phone number for Microsoft to verify that you are trying to access your account.
· This option ONLY allows a phone call to be placed to the phone number.
· This can be used with a cellphone, deskphone, or other land line phone number.
· You CAN enter the same cellphone number you used with the Phone setup option is you chose Receive a code option the first time you entered the phone number,
· Setting up calls to non-MMCD phone numbers is authorized.
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· Click Next


Note: 
· You can always return later to the Security Info center for your account and update or remove the phone call as a method to validate your account.
When you are done setting up the, please go back to the Security Information page to “see” the current MFA already setup in your account and to add additional MFA options.

[bookmark: Office]Office phone
Select Alternate phone and click Add
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· Enter a valid phone number and click Next

· Notes
· Office phone (Can only be setup once)
· This option does not REQUIRE you to enter an extension.
· Staff MAY want to use this option if you used the same cellphone number for the Phone and Alternate phone setup and now want to add a second phone number to call.
· This option only supports the automated phone call method.
· You can use your personal phone #.
· Use of an alternative phone number is strongly encouraged
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· Click Next
When you are done setting up the, please go back to the Security Information page to “see” the current MFA already setup in your account and to add additional MFA options.

[bookmark: FAQs]Notes n Tidbits:
Authentication App - 
Lock Screen
· MS Authenticator App auto enables the requirement to use your phone unlock (pin/swipe/fingerprint) any time you open the app.
· Avoid Annoyance -
· It is recommended that you always close the app after using it. 
· Otherwise, when you unlock your phone, you may find yourself having to perform two cellphone unlocks in a row (Main Cellphone screen and then again for the app.

Youtube Video – Use QR Code to sync app with your account
Quick YouTube Video Walking you through one of the quickest ways to link the MS Authenticator App to your M365 (Also known as O365 or office.com account).
https://www.youtube.com/watch?v=gSKTIAM45dI
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MS Authenticator Remove Permission
If you want to remove a MS Authentication session you have to remove it from BOTH the account and the phone.  Removing it from one location will NOT remove it from the other.
When you remove from app
· Does NOT remove from the M365 Account
When you remove from account
· Does NOT remove from the MS Authenticator App
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